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Abstract

Mobile Health (mHealth), which refers to the use of mobile technologies to
improve the quality of health care, has attracted increasing attention thanks to
the continuous growth of mobile devices and smartphones. It is desirable to
integrate mHealth with Electronic Health Record (EHR), the preferred new
method to store patients’ health records. However, several security properties
need to be satisfied to make the integration practical, such as data privacy,
fine-grained access control and scalable access between different clouds. In
this talk, we first introduce latest trends of mHealth technologies and
applications, and present a secure and scalable framework for EHR data
sharing, which combines Identity-based Encryption and Attribute-based
Encryption together to enforce a fine-grained access control scheme on EHR
and to enable scalable access between multiple clouds.
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