How to wipe a mobile device remotely by Office 365

When your mobile device is lost or stolen, wipe the device remotely may be the last
resort to protect the information from being disclosed to the others.

The “Wipe Device” is a built-in function of the Office 365 OWA (Outlook Web
App), to login to the Office 365 OWA, visit http://email.cityu.edu.hk
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by any browser. For CityU staff, click “Web Logon to University

account — cityu.edu.hk (Office 365 for staff)”, for CityU students, click “Web
Logon to - my.cityu.edu.hk (Office 365)” to continue.
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For CityU staff, enter your “CityU EID@um.cityu.edu.hk” and password, then
click “Sign in” to continue:
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For CityU students, enter your “CityU EID-c” and password, then click “Log on”
to continue:
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iii. When log on is successful, you should see the same emails and mailboxes as in

Outlook and your mobile device. Click the “Settings” icon and then click “Mail”

to continue:
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Vi.

In the Options screen, you can see the account information and other settings

of your account. Click “General” and then “Mobile devices” to continue:
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In this section, you can change your email account settings. Email options are

Change theme == ! 5
organized into the following categories:

Distribution groups
Keyboard shortcuts * Automatic processing — Contral how incoming and outgoing email is

handled.

* Accounts — Choose how email will flow in and out of your accounts.

* Layout — Customize the look of your inbox and email messages.

Accessibility settings

Here you will see all the mobile devices which have the Office 365 account
setup in them. Select the mobile device you would like to wipe under the

“Device” column, then click the “Wipe Device” icon to wipe it.
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My account

These are the mobile devices that are synchronizing with your mailbox. You can
remaove a mobile device, access your device recovery password, initiate a remote
device wipe, or block your phone if you lose it. When you add a new device and se

Change theme

Distribution groups

Keyboard shortcuts it up to synchronize with your account, it will appear in the list below. Learn more
Manage add-ins

» A ~
Maobile devices 4 BpC
Offline settings Device “  Phone number Last sync time
Accessibility settings Thursday, May 04, 2017
Light version iPhone 11:16:30 AM
Region and time zone Saturday, November 05,
Text messaging Outlook 2016 3:07:54 AM

You can select to “Wipe all data” of your device, very much like a factory reset,
or you can also just wipe the email account and other data related to this
account by selecting “Wipe only data related to this account” option.
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device wipe, or block your phone if you lose it. When you add a new device and set
Keyboard shortcuts it up to synchronize with your account, it will appear in the list below. Learn more
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vii. Click “Yes” to wipe the device if you are absolutely sure which device you are

going to wipe. If the device is offline, it will be wiped once it is online and
connected to the internet and Office 365 server. Please note that if you choose
“Wipe all data”, all the data on the device will be wiped (not just the email
account and mailboxes) and the device will be back to the factory reset state.
You have to setup all the information and apps on it once it is wiped.

Wipe device?

Are you sure you want to wipe iPhone? After the device
wipe is successful, remove the device from the list.
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viii.

A confirmation email will be sent to your Office 365 account to inform you that

the device wipe action was initiated.
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The remote device wipe completed
successfully.

The remote device wipe initiated on 05/04,/2017
03:46:51 is complete.

Device type: iPhone
Device ID:

Note: To sync with the server, you must remove this
partnership from the list of mobile devices in
Outlook Web App.

Otherwise, for security purposes, your mobile device
will continue wiping data if you try to sync again.
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If you would like to connect the mobile device to the Office 365 server again,

please be reminded that you should remove it from the list of the mobile

devices first. Otherwise once it is reconnected to the Office 365 server, it will be

wiped again. To remove the device from the list, select it and then click the

“Remove” button inside the “Options” and “Mobile devices” page:

Mobile devices

These are the mobile devices that are synchronizing with your mailbox. You can remove a mobile device,
access your device recovery password, initiate a remote device wipe, or block your phone if you lose it.
When you add a new device and set it up to synchronize with your account, it will appear in the list below.

Learn more

Thursday, May 04, 2017

Remote device wipe

iPhone 11:16:30 AM successful
aaturday, November U3,

Outlook 2016 3:07:54 AM Ok
Friday, Novemnber 25, 2016

Outlock 11:30:24 AM Ok




