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Abstract 
Successful operations of cloud-based technologies require an uninterrupted 
availability of critical network services.  This paper addresses the problem of 
server assignment in telecommunications networks to maximize the availability 
of critical network services under the presence of deliberate attacks.  The 
problem is formulated as a bi-level optimization problem with two decision 
makers, the network designer and the attacker, on unreliable networks.  The 
network designer’s objective is to maximize the availability of network services 
by determining the best set of nodes in which servers are to be deployed.  The 
attacker decision’s problem is to determine an attack strategy that results in 
the maximum service disruption.  It is assumed that the network designer is not 
aware of the attacker’s strategy.  On the other hand, the attacker has the 
knowledge of the network designer’s decision.  A game theory-based genetic 
algorithm is proposed to solve the problem, and the convergence property of 
the proposed algorithm is discussed.  In addition, a new reliability metric called 
critical service rate is introduced, and an effective simulation technique is 
developed to evaluate it. 
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